NMHOOPMAIINOHHAMA ITAMATKA JIJIS1 OBYUYAROIIINXCHA
/I PASMEINEHV A HA O©OULINAJIBHBIX THTEPHET-PECYPCAX

C KaXIbIM TOAOM MOJIOZIEKM B HWHTEpHETe CTAHOBUTLCS O0oJsibllle, a
IIKOJIBHUKM OJJHA M3 CaMbIX aKTHMBHBIX MOJb30Baresed PyHera. Mexny Tewm,
TIOMHUMO OTPOMHOTO KOJIMUeCTBa BO3MOXKHOCTeM, MHTEPHET HeceT U Tpo0JieMbl.
OTa mnaMsaTKa [JOo/KHA TIoMoub Tebe 0e30macHO HaxoJuUTbCsi B CETHU.
KommnbeioTepHble BUpPyChbl KOMIIBIOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTH
KOMITbIOTEPHBIX TIPOrpaMM, OT/IMUUTENbHOM 0COOEHHOCTBIO KOTOPOU SIBJISI€TCS
CrIoCOOHOCTh K pa3MHO’KeHHI0. B omosiHeHre K 3TOMY, BUPYChl MOTYT TIOBPeJUTh
WU TIOJHOCTBIO YHUUTOXXUTb BCe (aiisibl W JaHHble, TOJKOHTPOJIbHBIE
T10/1b30BaTe/Mi0, OT UMEeHH KOTOporo Oblja 3amylijeHa 3apakeHHasi IporpaMma, a
TaKXe TOBPeJUTb WIM [a)ke YHUUTOKWATH OINEepalMOHHYI CHUCTEMY CO BCEMU
daitnamu B LesioM. B O0/BIIMHCTBE CTyyaeB pacrpOCTPAHSIIOTCS BUPYCHI Uepe3
VHTEpPHeT.

MeTto/pbI 3a1{UThI 0T BPeA0OHOCHBIX NPOrpaMM:

1. Wcnose3yd COBpeMeHHble OrepalyOHHble CHUCTEMbl, HMeIoLIHe
Cepbe3HbIN YPOBEHb 3all[UThl OT BPEJOHOCHBIX MTPOrPaMM;

2. TlocTtosiHHO ycTaHaB/avMBal TmayTy (LU(@pOBBIE 3arylaTKH, KOTOpbIe
aBTOMAaTHYeCKH YCTaHaB/MBAKOTCS C Liefbl0 A0pabOTKM TpOrpamMMbl) U [Ipyrue
oOHOB/IEHHSI CBOeM orepal[dOHHOW cucTemMbl. CKauMBakl WX TOJNILKO C
opurmanbHoro caira paspaborumka OC. FEcid  CyliectByeT  PeXXUM
aBTOMAaTH4YeCcKoro 0OHOB/IeHUS], BK/TFOUH €T0;

3. Paboraii Ha CBoeM KOMIIbIOTepe TIOJ, TIpaBaMU II0/Ib30BaTessi, a He
a/IMUHUACTPATOpa. OJTO He TI03BOJIUT OOJIBIIIMHCTBY BPEAOHOCHBIX TPOTPaMM
VHCTa/I/IMPOBAThCS Ha TBOEM I1epCOHA/IbHOM KOMIIbIOTepe;

4. MWcnonb3yyl aHTUBUPYCHbIE TMPOrpaMMHbIE TIPOAYKThbI H3BECTHBIX
TIPOU3BO/IUTE/IEH, C aBTOMaTUUeCKUM 0OHOB/IeHHeM 0as3;

5. Orpannusb (pM3UYeCKUM JOCTYN K KOMITBIOTEPY /11 [TOCTOPOHHUX JIUL];

6. Vlcone3yy BHeLIHHWe HOCUTEeNW MH(OpMAaLuM, Takve Kak (uielka, JUCK
WM (aiil U3 UHTEPHEeTa, TOJIbKO U3 MPOBEPEHHBIX UCTOUHHKOB;

7. He oOTKpbIBall KOMIMbIOTEpPHbIE (Daiisibl, TMOJyYeHHbIe W3 HeHaJeXHbIX
HMCTOYHUKOB. [laxke Te (paiiibl, KOTOpble MPUC/Ia/] TBOM 3HAKOMBIN. JIyullle yTOUHU
y Hero, OTIIPaBJIsi I OH Tebe Ux.

Cetu WI-FI Wi-Fi - 310 He Buj nepeJiauu JaHHbIX, He TeXHOJIOTHS, @ BCEro
minb  OpeHs, wmapka. Eme B 1991 rogy  HuAepraH[CKas — KOMIIAHUS
3apervctpupoBasa 6pens "WECA", uto o6o3Havasno cioBocoueTaHue "Wireless
Fidelity", koTopblii mepeBoAuUTCA Kak '"OecripoBogHasi TouHOCTh"'. [Jo Haliero
BpeMeHHU JIollljia ipyrasi abbpeBuarypa, KOTopasi SIBJsIeTCsl TaKOU JKe TeXHOJIOTUel.
9t0 abbpeBuatypa "Wi-Fi". Takoe Ha3BaHHe ObUIO /JaHO C HAMEKOM Ha CTaHJapT
BBICIIEN 3BYKOBOW TexHUKU Hi-Fi, yTo B mepeBo/ie 03HauaeT "BbICOKasi TOYHOCTD'.
Ha, OecrinaTHbIi WHTEPHET-AOCTYN B Kade, OTelsiX U a3poIopTax sBJsSeTCS
OTJINYHOW BO3MOJKHOCTBIO BbIXOJ@a B MHTEpHeT. HO MHOrMe 3KCrepThbl CUMTAIOT,
yTo 0611[eocTyTIHBIE Wi-Fi ceTu He AB/IAIOTCS O€30TaCHBIMU.



CoBeTbl 110 0€30MaCHOCTH PAad0THI B 001IefOCTYIHBIX ceTax Wi-fi:

1. He mepefaBaii cBOrO MUUHYIO MH(POpMaIuio yepe3 obiregocTynHbie Wi-Fi
cetn. PaboTas B HUX, KeslaTe/TbHO He BBOJAWTH IMApPOJIH JOCTYTIA, JIOTUHBI U KaKHe-
TO HOMEDa;

2. Vcnionb3y¥ v 0OHOBJISAM aHTUBUPYCHBIE TIPOrpaMMbI U OpaHaMayep. Tem
camMbIM Thl 06e30racuiiib ce0si OT 3aKauKy BUpyca Ha TBOe YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmtoun ¢ysHkiuo "OOmmii goctym K
daitiam ¥ npuHTepaMm'. JlaHHasi (QYHKLMS 3aKpbiTa I0 YMO/JYaHHWIO, O/IHAKO
HEKOTOpbIe T0JIb30BaTe/lM aKTUBUPYIOT ee /I/isl y100CTBa UCMOb30BaHUs B paboTe
WM yuebe;

4. He wucrionb3yit nyosmuuneii WI-FI ais mepefauv JIMUHBIX [JaHHBIX,
Haripumep [i/is1 BbIXOZA B COLIMAJIbHBIE CETU WK B 3/IEKTPOHHYIO TOUTY;

5. Vcnonb3y¥ TOMBKO 3aijuieHHoe coegrHenue uepe3 HTTPS, a ve HTTP,
T.e. Ipy Habope BeO-azipeca BBoAW UMeHHO "https://";

6. B mobunsHOM TenedoHe oTkmoun ¢yHkimio "Tloakmtouenne Kk Wi-Fi
aBToMatuuecky". He [qomyckall aBTOMaTUUeCKOTO TOJK/IHOYEHUsI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CoupanbHble cetd ColManbHble CeTHM aKTUBHO BXO/AT B Hallly >XU3Hb,
MHOTHe /oAU paboTaloT W JKMBYT TaM TMOCTOossHHO, a B Facebook yxke
3aperuCTpMpoBaH MW/JIMAp[, YesioBeK, 4TO SIBASIETCS OJHOW CeAbMOM BCeX
JKUTenel 1uiaHeTbl. MHOrue Tmosib30BaTe/IM He TMOHHWMAKOT, 4TO WH(MOopMarus,
pa3MellleHHass UMUA B COLIMAJIbHBIX CeTSIX, MOXKeT ObITh HalifieHa W MCIO/b30BaHa
KeM yTO/IHO, B TOM UKc/ie He 00s13aTe/TbHO C 6/1ariMy HaMepeHUsIMH.

OcCHOBHBIE COBETHI 10 0€30MaCHOCTH B COLMA/IBHBIX CeTSX:

1. OrpaHuub CrvMcok fApy3ed. Y Tebs B [Apy3bsiX He [O/DKHO OBbITH
C/Ty4alHbIX U He3HAKOMBIX JIFOZIEH;

2. 3amuiian CBOK YaCTHYH >XM3Hb. He ykaseBall maponu, TenegoHSl,
azpeca, mAaTy TBOEro pOXAEHUS U [APYIYyK JIMYHYH0 UWHGOPMAaLHIO.
3/I0yMBILIJIEHHUKHA MOTYT UCI0J/Ib30BaTh Ja)ke MH(GOPMaLMIO O TOM, KaK Thl U TBOU
POJIUTE/N TJIaHUpYyeTe TIPOBeCTU KaHUKYJIbI;

3. 3amuMinail CBOIO pemnyTalvi0 - Jep)KH ee B UKWCTOTe U 3a/laBail cebe
BOTMIPOC: XOTeJ1 Obl ThI, UTOOBI IpYTHe M0/b30BaTe/N BUJI/U, UTO Thl 3arpy’Kaelllb?
[Momymait, TipekJe ueM 4To-TO OIyO/IMKOBaTh, HAMMKUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPULLB C JIFOJbMH, KOTOPBIX He 3Haelllb, He UCMO0JIb3yl CBOe
peasibHOe UMS M APYTYIO JIMUHYI0 UH(POPMALIUU: UMSsl, MECTO JKUTeIbCTBa, MECTO
yueObI 1 ITpouee;

5. W36eraii pa3mertrienusi ororpaduii B VIHTepHeTe, e Thl M300paXkeH Ha
MECTHOCTH, 10 KOTOPOU MOXXHO OTpeJie/TUTh TBOe MeCTOIO/I0KEHUE;

6. Tlpu perucTpalid B COLMAIBHOW CETHM HeOOXOAWMO WCITO/b30BaTh
CJIO>KHBIE TIapOJIH, COCTOsAIIMe U3 OYKB U 1P 1 C KOTMUEeCTBOM 3HAKOB He MeHee
8;

7. [Onsg colManbHOW CeTH, TMOYThl U JPYTUX CAaWTOB HeoOXOoguMO
WCTI0/Tb30BaTh pa3Hble rmaposu. Torzaa eciu Tebst B3/10MaroT, TO 37I0YMBIILIEHHUKU
1oJiyyaT JJOCTYII TOJIbKO K OIHOMY MECTY, a He BO BCe Cpa3y.



JJ/IeKTPOHHbIE IeHbI'M

DJIeKTPOHHbIE JIeHbI'M - 3TO OueHb y/J00OHBIM Criocob rarexei, 0fHAKO
CYyLLIeCTBYIOT MOILIEHHUKH, KOTOpbIe XOTST MOMYYUTb 3TU [€HbIH. DJIEKTPOHHBIE
JIeHbI'M TIOSIBWIMCh COBCEM HeJaBHO M HWMEHHO W3-3a 5TOr0 BO MHOTUX
rocyZiapCTBax [0 CUMX MOp He TMPOMMCAHO MPO HUX B 3aKOoHaxXx. B Poccum e oHH
(GYHKLUMOHUDYIOT MU O HMX YKe MNpPOIMMCaHO B 3aKOHe, TJe UX pa3fe/siioT Ha
HECKOJIbKO BH/IOB - aHOHMMHBIE U HEe aHOHHWMHBbIe. Pa3HUIla B TOM, YTO aHOHUMHBIE
- 3TO Te, B KOTODPBIX pa3pelllaeTcsi MPOBOJAWThL orepaluu 0e3 uieHTU(PUKAIIU
MOJIb30BaTeNsl, a B HEAHOHUMHBIX WAEHTU(UKALIUS TI0J/Ib30BaTesisl SBSETCS
obsi3aTrenpHOU. TakKe cyiefiyeT pa3/idyaTh JIeKTPOHHbIE (UaTHbIe JeHbTH (PaBHBI
roCyZlapCTBeHHbIM Ba/lIl0TaM) W 3J/IeKTPOHHble HeduaTHble [eHbrd (He paBHBI
roCyZlapCTBeHHbIM Ba/IFOTaMm).

OcHoBHbIe COBeTHI M0 0e30macHoi padoTe C 31eKTPOHHBIMH /[eHbraMU:

1. TlpuBsku K cueTy MOOWIBHBIA TenedoH. ITO cambiii yA0OHBIA U
OBICTPBIN CIIOCOO BOCCTAaHOBUTHL JOCTyn K cueTy. IIpuBs3aHHbI TenedoH
TIOMOXKeT, eC/v 3aly/ellb CBOM IJIaTe)XHbIA TapoJib WIK 3alifielllb Ha CalT C
HE3HAKOMOT0 YCTPOUCTBa;

2. Vcnonws3yhi opHopa3oBble maponu. [locime mepexofia Ha YCUEHHYIO
aBTOpHu3aluio Tebe yxe He OyJeT yrpokaThb OMACHOCTh KpaXkM WM TepexBaTa
TIJIaTEXKHOTO MapoJisi;

3. Beibepu cnoxHbIM maposib. [lpecTynHukam OyzeT He TIPOCTO yrafiaTthb
C/I0XKHBIW Tapo/ib. Hage)xHble maposu - 3TO Mapoyiv, KOTOpble cofiep>XaT He MeHee
8 3HAaKOB U BK/IHOYAIOT B cebs CTpOUHble W TIPOMUCHBIe OYKBbI, I[UGPHI U
HECKOJIbKO CUMBOJIOB, TaKue KakK 3HaK [10J171apa, yHTa, BOCK/IULATe/TbHbINA 3HaK U
T.1. Harmpumep, $tROng!;

4. He BBOZIY CBOM JIMUHBIE JaHHbIE HA CalTaX, KOTOPbIM He Jl0Bepsiellb.

JJ/IeKTPOHHAas nmoura

ONeKTPOHHAas MouTa - 3TO TEXHOJOTUSl U MpPeJoCTaB/sieMble €0 YCIYTH 10
repecbUIKe U MOy4YeHUI0 371eKTPOHHBIX CO00IlleHrH, KOTOpbIe pacrpefesisitoTCs B
KOMIIbIOTepHON ceTH. OOBIYHO 9/IEKTPOHHBIM TIOUYTOBBIN  SLIUK  BBITVIAJUT
ciefyroiyM 06pa3om: UMsI_T0J/ib30BaTesi@uMsi_jioMeHa. Takke KpoMe Tepejauut
TIPOCTOr0 TEKCTa, UMeeTCsI BO3MOKHOCTh Mepe/laBaTh (Paisibl.

OcHOBHBIE COBETHI 10 0e30MacHOi padoTe ¢ 3/7IeKTPOHHOM MOUTOM:

1. Hazmo BbIOpaTh TpaBU/IbHBIN TIOUTOBBIA CepBUC. B WHTepHeTe eCThb
OTPOMHBIN BHIOODP OeCTIaTHBIX TTOUTOBBIX CEPBHCOB, OJHAKO JIyUllle JOBEPATh TEM,
KOTO 3Haelllb ¥ KTO MEePBbIM B PEUTHHTE;

2. He yka3bIBali B IMYHOM MOUTe UUHYI0 MH(bOopMalto. Haripumep, nyuiie
BbIOpaTh "My3bIKa/ibHBIN_(paHat@" v "pok2013" Bmecto "Temal3";

3. Vcnonp3yy [ABYX3TalHYKH aBTOpHU3aldi0. JTO KOrja IMOMHMMO MapoJs
HY>KHO BBOJUTb KO/, MPHCbUIaeMbii 110 SMS;

4. Boibepu C/I0XKHBIM Mapo/ib. JI/is1 KaXKA0Tr0 MOYTOBOTO SIIIUKA /10/KeH ObITh
CBOM Ha/le)KHbIM, YCTOMYUBBIN K B3/IOMY I1ap0Jib;



5. Ecmu ecTb BO3MO)XHOCTh HarvcaTb CaMOMY CBOM JIMUHBIA BOMPOC,
WCIIO/Tb3YU 3Ty BO3MOXXHOCTB;

6. Wcnonmb3y HECKOMbKO TIOYTOBBIX SIUKOB. I[lepBbIM [jid 4YaCTHOU
TIePenuCKU C afipecaTaMu, KOTOPBIM Thl JOBepsielllb. DTO 3/1eKTPOHHBIM ajpec He
Ha/I0 UCII0/Ib30BaTh NPU PerucTpaLvy Ha Jopymax U cauTax;

7. He oTKpbIBail (palijibl U [IpyTUe BJIOKEHUsI B MUChbMax, /lake eC/id OHU
TIPUIITA OT TBOMWIX Zpy3eid. Jlydille YTOUHU Y HMX, OTIIPAB/SUIA /iU OHU Tebe 3TH
(baunbr;

8. Tlocne okoHuaHusi pabOThl Ha TIOUTOBOM CepBHCe Tiepesi 3aKphITHeM
BKJIaJIKM C CalTOM He 3a0y/Ib Ha’kaTb Ha "Beiitu".

Ku0epOy/1/IMHT WM BUPTYa/IbHOE U3/IeBaTe/IbCTBO

KubepOyiiuHr - mipecjiefioBaHWe  COOOIIEHMSIMH,  COJep Kall[iMU
ockopbJieHus, arpeccuto, 3aIryruBaHue; XYJIUTAaHCTBO; COLIMAJIbHOE
OOMKOTHPOBaHUE C TIOMOL[BIO Pa3/TMUHBIX UHT@DHET-CePBUCOB.

OcHoBHbIe COBeTHI 10 00pbde ¢ KHOepOy/UTHHIOM:

1. He Gpocaiics B 60#. JIyummmii crioco0: 1MocoBeTOBaThCS KakK ce0si BeCTH U,
eC/IU HeT TOro, K KOMy MOKHO 0OpaTHThCs, TO BHauaje YCTIOKOUTbCsA. Ecimu Thl
HauHelllb OTBeYaTb OCKOPO/IEHHSIMH Ha OCKOpPOJIeHUSs, TO TOJIBKO elrle Oosbliie
PasoXOKellb KOH(JIMKT;

2. Ynpasnsii cBoeli KubeppenyTaryei;

3. AHOHMMHOCTb B ceTd MHHMasi. CyII[eCTBYIOT CIIOCOOBI BBISICHUTB, KTO
CTOUT 3a AHOHUMHBIM aKKayHTOM;

4. He cToWT BeCcTM Xy/IWraHCKMM 00pa3 BUPTya/lbHOM >KW3HHW. VIHTepHeT
dbuKCcHpyeT BCe TBOU [IeWCTBUS W COXpaHseT UX. YAaIUTh UX OyZer KpaiiHe
3aTpy/IHUTE/HHO;

5. Cobsiro/jail CBOIO BUPTYaIbHYIO YeCTh CMOJIOAY;

6. UrHopupyil eaWHWUHBLIM HeratuB. OJHOpa30Bble OCKOpPOWTE/bHBIE
coobileHrsi Jyuiiie WUrHopupoBath. OOBIYHO arpeccusi TIpeKpailjaeTcs Ha
HauyaabHOM CTaJuu;

7. ban arpeccopa. B nmporpamMmmax obmMeHa MIHOBeHHBIMU COOOII[eHUSMU, B
COLIMaNbHBIX CeTSIX €eCTb BO3MOXXHOCTb OJIOKMPOBKM OTIIpPaBKU COOOIIeHUM C
orpejeneHHbIX a/IpecoB;

8. Ecnu TbI cBUJEeTENb KNbepOy/uivHra. TBouU [IefCTBUS: BBICTYIIUTh MPOTHB
ripecsie[joBaTess, MOKa3aTb €My, UTO ero [JeWCTBUSl OLIeHWBAKOTCS HeraTUBHO,
no/iiep)kaTh >KepTBY, KOTOPOW HY»)KHa TIICUXOJIOTHYecKasi TIOMOIlb, COOOIIUTh
B3pOC/bIM O (haKTe arpeCCUBHOTO TIOBeIEHUsI B CETH.

MoounbHbIN Te1ed)oH

CoBpemeHHble cCMapT(OHbI U MJIAHILETHI COZiep>KaT B cebe BIOTHe B3POC/IbIN
GbyHKIMOHAN, W Terepb OHU MOTYT KOHKYPHUPOBaThb CO CTallMOHAPHBIMU
KomrbioTepamMu. OJHAaKO, CPe/ICTB 3alUThI il TIOAOOHBIX YCTPOMCTB MOKa OUeHb
Masio. TecThpoBaHMe W TIOMCK YSI3BUMOCTEM B HHUX TIPOMCXOJUT He TakK
WHTEHCHBHO, Kak Jy1s [1K, To >ke camoe KacaeTcsi U MOOM/IbHBIX TTPUIOYKEHUH.

CoBpeMeHHble MOOW/IbHbIe Opay3epbl y)Ke TIPaKTUUeCKU [IOTHAIU
HaCTO/bHbIe aHa/IOTH, OJHAKO paclivpeHue (YHKLMOHaMa BjeueT 3a CoOOM
OOMBIIYID  CAOXKHOCTh U MeHbIIyH 3allldileHHOCTh. [lajieko He Bce



TIPOM3BOAUTENM  BBIMMYCKAIOT  OOHOBJ/IEHUS,  3aKpbIBAalOIWe  KPUTHYECKHe
ySI3BUMOCTH [I/151 CBOUX yYCTPOWCTB.
OcHoBHBIE COBeTHI JI/isi 0e30MacHOCTH MOOM/IBHOTO TesTe)oHa:

¢ Hwuero He SIB/ISIeTCS MO-HACTOSIIEMY OecTuiaTHBIM. Byib oCcTOpOsKeH,
BeJlb Kora Tebe TipejiaraioT OecriiaTHbIA KOHTEHT, B HEM MOTYT
OBbITH CKPBIThI KaKHe-TO TJIaTHbIe YCIYTH;

e Jlymaii, mipexxie yemM oTrpaButb SMS, ¢oto umm Buzpeo. Thl TOUHO
3Haelllb, TJje OHU OyayT B KOHeUHOM utore? Heob6xoauMo 0OHOB/IATE
orepalOHHYI0 CUCTeMY TBOero cMapT(hoHa;

¢ lcrnonb3yi aHTUBHUPYCHBIE TTPOrPaMMBI [I/11 MOOM/TbHBIX Tee()OHOB,;

¢ He 3arpyxal NpuioXeHUsI OT HEU3BECTHOI'O MCTOYHMKA, BeJb OHU
MOTYT CO/iep>KaTb BpeJOHOCHOe MporpaMMHoe obecrieyeHue;

e [locne TOro Kak Tbl BBIMZEIIL C CaWTa, TAe BBOAWI JIAYHYIO
uH(bOpMaI[H1Io, 3ali/I B HAaCTPOWKU Opay3epa u yzaamu cookies;

¢ [lepuoguuecku mMpoBepsivi, KaKye IJlaTHble YCIYTd aKTHBUPOBAHbI Ha
TBOEM HOMepe;

e JlaBaii cBOli HOMepP MOOWILHOTO TenedoHa TOJIBLKO JIFO/SIM, KOTOPBIX
ThbI 3Haelllb U KOMY [O0Bepsielllb;

¢ Bluetooth mo/mkeH ObITH BBIK/TIOUEH, KOT/Ia Thl UM He TI0JIb3YeIllbCs.
He 3a0bIBaii HHOT/IA TTPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHble  OHJAWH-WUIPbl - 3TO KpPAaCOYHble, 3axBaThIBAKOIIUeE
pa3BjieueHusi, 00beJUHSIONIME COTHU ThICAU UYe/IOBeK T0 BceMy Mupy. Urpoku
WCCNeIyIOT JaHHbIA UM MMp, OOIIAlOTCS APYT C APYTOM, BBITTOJHSIOT 3aflaHuS,
CpPakaroTCs C MOHCTPaMU W TIOJIy4YarT OIbIT. 3a YJOBOJbCTBUE OHU ILIATAT:
TIOKYTIAOT JTUCK, OT/IAUMBalOT aboOHeMeHT WK TIpUobpeTaroT Kakue-To Omiuu. Bee
5TM CpejCTBa WAYT Ha MOAJepXKaHWe M pa3BUTHE WIPbl, a TaKKe Ha Camy
6e30MacHOCTb: COBEpPIIIEHCTBYIOTCS CUCTeMbI aBTOPW3AllUY, BBITYyCKAIOTCS HOBbIE
naTuu (LUQpoBbIe 3aryiaTKy /iJisi MPOrpaMM), 3aKpbIBalOTCs YSI3BUMOCTH CePBEPOB.
B momo6HBIX UTpax CTOUT OMacaTbCs He CTOMBKO CBOUX COTIEPHUKOB, CKOJIBKO
Kpa>kl TBOETO T1apoJisi, Ha KOTOPOM OCHOBaHAa CHUCTeMa aBTOPU3arK OOJIBIITMHCTBA
Wrp.

OcCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOEr0 MTPOBOr0 aKKayHTa:

1. Ecm mpyroit Urpok BefieT cebst TIJIOX0 WK Co3/aeT Tebe HEelpUsATHOCTH,
3a0/10KUpYH ero B CIIMCKe UTPOKOB,;

2. Tloxkanylicsd aAMUHHUCTpAaTOpaM Wrpbl Ha IJIOXOe TOBeJileHWe 3TOro
WIPOKa, JKeslaTesIbHO MPUJIOKUTh KaKre-TO [0Ka3aTe/lbCTBa B BU/je CKPUHOB;

3. He yka3sbiBaii inuHyt0 UHGOPMaLMIO B Tipodaiisie Urpsbl;

4. YBa)Kaul APYrux y4aCTHUKOB 10 UTDE;

5. He ycraHaB/ivBaii Heo(uiMaibHble TTaTYU U MOJbI;

6. Vlcnosib3yM C/1I0KHBIE Y Pa3Hble TapoJiy;

7. [Haxxe BO BpemMs UIpbl He CTOUT OTK/IOYATh aHTUBUpYC. [loka TbI
Wrpaelllb, TBOM KOMITbIOTED MOTYT 3apa3vTh.

DUIIMHT WIH KPa)Ka IMYHbIX JaHHBIX



OObIYHOM KpaXkel ZieHer U JOKyMEHTOB CEro/[HsI yyke HUKOTO He YAWBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TeXHOJIOTUM 3/I0YMBILIJIEHHUKA IepeMeCcTHUINCh B
WHTEpPHET, U MPO/I0/DKAIOT 3aHUMaThCs "MmoouMbiM" fiesioMm. Tak rosiBUIach HoBasl
yrpo3a: UHTepPHEeT-MOLLIeHHAYeCTBa WK (DULLIVHT, IJ1aBHas LieJlb KOTOPOro COCTOUT
B T0JIyYeHUH KOH(HUEHLIMa/IbHbIX [JaHHbIX I0JIb30BaTe/el - JIOTUHOB U TapoJiei.
Ha anrsmmiickom siseike phishing unraercs kak ¢ummar (ot fishing - pribHas
NoBJIst, password - Maposb).

OcHoBHBIe coBeThI 10 60pK0e ¢ PUIMHTrOM:

1. Cniegu 3a cBOMM akkayHTOM. Eciv Tel mozjo3peBaelllb, YTO TBOS aHKeTa
Oblla  B3/OMaHa, TO HeobxoauMo  3a0/0KMpOBaTh ee  HW  COOOIIUTH
aZIMUHHACTPATOPaM pecypca 00 3TOM KakK MO>KHO CKOpee;

2. Ucnionib3yii 6Ge3omacHbie BeO-CalThl, B TOM UHC/Ie, MHTEPHET-Mara3uHoB U
TIOMCKOBBIX CUCTEM;

3. Wcronb3y#t cio)KHbIe W pa3Hble maposu. Takum obpaszom, ecnu Tebs
B3/IOMar0T, TO 3JIOYMBILUIEHHUKH T0JydyaT JOCTYIl TOAbKO K OJHOMY TBOEMY
TIPO(UIIIO B CETH, a He KO BCEM;

4. Ecru Tebs B3/oManM, TO HeoOXOAWMO TIpeAyTpeJuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIe 00aB/ieHbl y TeOst B APY3bsiX, O TOM, UTO Tebsi B3/IOMasH U,
BO3MO>XHO, OT TBOEro UMeHU Oy/ieT pacChlaTbCs CllaM M CChITKUA Ha (PUILTMHTOBbIe
CaMThI;

5. YcraHoBU HaziexkHbIl nlaposb (PIN) Ha MoOWIbHBIHN TenedoH;

6. OTK/IIOUM CoOXpaHeHHe TapoJisi B Opay3epe;

7. He oTkpbiBail (pailsibl U [Ipyrue BAOXKEHUs B MUCbMax, AaXe eC/d OHU
TIPULIJTA OT TBOMIX [py3ei. Jlyuille yTOUHU y HUX, OTIIPABJIS/IN U OHU Tebe 3TU
OEIZNINS

IudpoBas penyrauusi

LudpoBas pemnyTanusi - 5TO HeraTMBHasi WM MO3UTHMBHas WH(OpMaLys B
cetu o Tebe. Kommpomerupymoiiasi uHbopMalius, pa3MellleHHass B WHTepHeTe,
MOJKET Cepbe3HbIM 00pa3oM OTpa3uThCsS Ha TBoel peanbHOW kusHU. "Lludposas
peryTausi” - 3TO TBOM UMUK, KOTOPBIA opmupyeTcst u3 nHdopMalyu o Tebe B
vHTepHeTe. TBOe MeCTO >XUTeNIbCTBa, yueObl, TBOe (MHAHCOBOE TI0JIOXKEHHe,
0COOEeHHOCTH XapakTepa M paccKasbl 0 OJIM3KUX - BCe 3TO HaKallJIMBaeTCs B CETH.
MHorve TIOPOCTKUA JIETKOMBICJIEHHO OTHOCSTCST K TMyOAuKaiuu — JTMUHOU
vH(popmaluu B VIHTepHeTe, He MOHMMasi BO3MOXXHBIX TMOC/IeCTBUN. Thl Jjaxke He
CMOXKelllb 0raZiaTbCsl 0 TOM, 4TO (hoTorpadusi, pa3MeleHHasi 5 JieT Ha3ajl, CTaaa
TIPUUMHONW OTKasa TpUHATh Tebst Ha paboty. KomMeHTapuu, pa3melrieHre TBOMX
dboTorpaduii u Apyrue nelCTBUS MOTYT He UCUe3HYTh JlaXke TOC/Ie TOT0, KakK Thl UX
yAamviib. Thl He 3Haelllb, KTO COXpaHWI 3Ty WMH(pOpMal[io, Morana Jd OHa B
TIOMCKOBBIE CUCTEMbl U COXpaHWIach JIM OHA, a IJIaBHOe: YTO TMOAyMarT 0 Tebe
OKpYy’Karolye JIFOAU, KOTOpble HAWAYT U YBUZAAT 3T0. Halt mH(pOpMaruo MHOTO
JIeT CTIyCTsi CMOXeT JiF000# - Kak U3 AoOphIX MOOYXK/AeHUM, Tak U ¢ HaMepeHreM
TIPUYUHUTE BPeJ. DTO MOXKET ObITb KTO YTOZHO.

OcHoBHbIe COBeThI M0 3amuTe HU(POBON penyTaluu:

1. TTogymaii, mpeskie ueMm uTO-TO TyO/IMKOBATh U MepefiaBaTh y cebst B 6s1ore

W B COLIMA/IbHOM CeTH;



2. B Hactpoiikax npoduasi yCTaHOBHM OrpDaHUUEHHsI Ha MPOCMOTDP TBOEro
nipousist U ero COAep>KUMOT0, CZiesiaid ero TOMbKO "aj1si Apy3ei';

3. He pa3meiijaii u He yKa3biBaii HH(MOpPMAL[MIO, KOTOpasi MOYKET KOTO0-/TH00
OCKOpPOJISTh WK 00MXKaTh.

ABTOpCKOe IIpaBo

CoBpeMeHHble IIKOJbHUKA - AaKTUBHbIE [0JIb30BaTeIu IL[M(POBOro
npoctpaHcTBa. O/IHaKO JjaleKo He BCe 3HAKT, 4YTO I[10/Ib30BaHHE MHOTUMM
BO3MOKHOCTIMH  LippoBoro  mMupa TpebyeT  coOMoAeHUss TIpaB  Ha
VHTE/UIeKTYaJIbHyF0 COOCTBEHHOCTh. TepMUH "HHTe/IeKTya/ibHast COOCTBEHHOCTh"
OTHOCUTCSI K pa3/MYHbIM TBOPEHUSIM YeJI0BEYeCKOro yMa, HauvHasi C HOBBIX
1300peTeHN M 3HaKOB, 0003HauaroN[MX COOCTBEHHOCTb Ha TTPOAYKTHI ¥ YC/IYTH, U
3aKaHYMBasi KHWramu, @ororpadusmy, KUHODWIBMaMU U  MY3bIKaTbHbIMU
NpousBeieHUsIMU. ABTODCKWe TMpaBa - 3TO MpaBa Ha WHTE/VIEKTYalbHYIO
COOCTBEHHOCTh Ha TIPOM3Be/IeHUs] HayKH, JIATEPATyPbl U MCKYCCTBA. ABTOPCKHe
rpaBa BBICTYTIAIOT B KauecTBe rapaHTuu TOTO, yTO
WHTEJI/IEKTYa/IbHBIM/TBOPUECKUIM TPYJ, aBTOpa He OyJeT HarpacHbIM, AacT eMy
CTIpaBe/|TBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3y/bTaTax CBOEro Tpy/a, MOIyUUTh
W3BECTHOCTh W TMpu3HaHWe. HukTo 6e3 paspelieHWss aBTOpa He MOKET
BOCITPOM3BO/IUTh ero TIpOU3Be/IeHUe, pacripoCTpaHsTh, ny6/IMYHO
JIEMOHCTPUPOBaTh, MpOJaBaTh, WUMIIOPTUPOBATh, IMyCKaThb B TMPOKAaT, MyOIMYHO
VICTIOJIHSATh, T10Ka3bIBaTh/WUCIIONHATL B 3¢upe Wid pasMeljatb B VIHTepHeTe.
Vcrnonb3oBaHre "MMPATCKOro" MpOrpaMMHOI0 o0ecrieueHus MOXKET TTPUBECTH K
MHOTHM DUCKaM: OT TIOT€PU [JaHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKU TBOETrO
YCTPOWCTBa, Tl YCTaHOBJIeHa HeslerajbHasg TIiporpamMMa. He crTouT Takxke
3a0pIBaTh, UTO CYIIECTBYIOT JieTajibHble W OecrijiaTHble IMPOrpaMMbl, KOTOpbIE
MO>XHO HAaWUTH B CETH.

O moprane CeTeBUYOK.p( - TBOM TJIaBHBbIM COBETUMK B CEeTH. 3/1eCh Thbl
MO>KeIIlb Y3HaTh O 0e30MMaCHOCTU B CETH TMOHSATHBIM M JOCTYIHBIM SI3bIKOM, a IpH
BO3HUKHOBEHUH KDPHUTHUECKOW CHUTyallud OOpaTUThCS 3a COBETOM. A Takke
TIPUHATH YUacTHe B KOHKYPCaX U CTaTb CaMbIM LIU(POBLIM IPa>kIaHUHOM!



